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"UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

MICROSOFT CORPORATION, a Washington
Corporation, FORTRA, LLC, a Minnesota
Corporation, and HEALTH-ISAC, INC., a Florida

Corporation,
Plaintiff, FILED UNDER SEAL

Case No. 23-cv-2447-LDH-JRC

V.

JOHN DOES 1-2, JOHN DOES 3-4 (AKA CONTI
RANSOMWARE GROUP), JOHN DOES 5-6
(AKA LOCKBIT RANSOMWARE GROUP),
JOHN DOES 7-8 (AKA DEV-0193), JOHN DOES
9-10 (AKA DEV-0206), JOHN DOES 11-12 (AKA
DEV-0237), JOHN DOES 13-14 (AKA DEV-
0243), JOHN DOES 15-16 (AKA DEV-0504),
Controlling Computer Networks and Thereby
Injuring Plaintiffs and Their Customers,

Defendants.

ORDER GRANTING PLAINTIFFS’ EX PARTE MOTION FOR A THIRD
SUPPLEMENTAL PRELIMINARY INJUNCTION ORDER
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owners and users of computers and computer networks, steal information from them or engage in
any other activities prohibited by this Order;
D. The WHOIS registrant, administrative, billing and technical contact and identifying

information should be the following, or other information as may be specitied by Microsoft:

Domain Administrator
Microsoft Corporation

One Microsoft Way
Redmond, WA 98052
United States

Phone: +1.4258828080
Facsimile: +1.4259367329
domains@microsoft.com

E. Prevent transfer, modification or deletion of the domain by Defendants and prevent
transfer or control of the domain to the account of any party other than Microsoft;

F. Take all steps required to propagate to the foregoing changes through the Domain
Name System (“DNS”), including domain registrars.

IT IS FURTHER ORDERED that this and all future injunctions apply to all legitimate
versions of Cobalt Strike, including Version 4.9 as identified in Appendix B.

IT IS FURTHER ORDERED that copies of this Order may be served by any means
authorized by law, including any one or combination of (1) personal delivery upon Defendants
who provided accurate contact information in the U.S., if any; (2) personal delivery through the
Hague Convention on Service Abroad or similar treaties upon defendants who provided accurate
contact information in foreign countries that are signatory to such treaties, if any, (3) transmission
by email, facsimile, mail and/or personal delivery to the contact information provided by
Defendants to their hosting companies and as agreed to by Defendants in their hosting agreements,
(4) publishing notice on a publicly available Internet website and/or in newspapers in the

communities where Defendants are believed to reside.
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IT IS SO ORDERED

z Digitally signed by Hon. Ramén E. Reyes, Jr.
H on. Ra mon E' Reyesl J r. Date: 2024.03.26 17:52:23 -04'00'

HON. RAMON E. REYES, JR.
UNITED STATES DISTRICT JUDGE

Entered this 26th day of March 2024.



APPENDIX A (Third Supplemental Preliminary Injunction)

APPENDIX A - DOMAINS

.BIZ Registry

Registry Services, LLC
c/o GoDaddy

2155 E. GoDaddy Way
Tempe, AZ 85284

.BlIZ Domains

Domain Registrant Information

PEXEXAN.BIZ Domain name: PEXEXAN.BIZ

Registry Domain ID: DA157C02DDD44476DAD590B2E7960807D-GDREG
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-12-12T17:58:30.84Z

Registrar Registration Expiration Date: 2024-12-12T717:58:30.84Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Domain Status: serverTransferProhibited
https://icann.org/epp#serverTransferProhibited

Domain Status: addPeriod https://icann.org/epp#addPeriod
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
4dbb92a1843a4a30b0d2c52626002948.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy
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Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
4dbb92a1843a4a30b0d2c52626002948.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 4dbb92a1843a4a30b0d2c52626002948.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2024-02-27T19:41:12.05Z <<<

For more information on Whois status codes, please visit https://icann.org/epp

.COM Registry

VeriSign Global Registry Services

12061 Bluemont Way

Reston, VA 20190

.COM Domains

Domain

Registrant Information

CLOUDFLAIRLY.COM

Domain Name: cloudflairly.com

Registry Domain ID: 2779629181_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.godaddy.com

Registrar URL: https://www.godaddy.com

Updated Date: 2023-05-10T04:10:07Z

Creation Date: 2023-05-10T02:03:09Z
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Registrar Registration Expiration Date: 2024-05-10T02:03:09Z

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Domain Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibited
Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Registration Private

Registrant Organization: Domains By Proxy, LLC

Registrant Street: DomainsByProxy.com

Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=cloudflairly.com
Registry Admin ID: Not Available From Registry

Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC

Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=cloudflairly.com
Registry Tech ID: Not Available From Registry

Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

Tech Postal Code: 85284

Tech Country: US
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Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=cloudflairly.com
Name Server: NS65.DOMAINCONTROL.COM

Name Server: NS66.DOMAINCONTROL.COM

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2024-02-28T17:42:26Z <<<

GWIJUIQMMNYGVGAKKBED
KA.COM

Domain Name: GWJUIQMMNYGVGAKKBEDKA.COM
Registry Domain ID: 2844936259 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.tucows.com

Registrar URL: http://tucowsdomains.com

Updated Date: 2024-01-10T18:57:12

Creation Date: 2024-01-10T18:41:40

Registrar Registration Expiration Date: 2025-01-10T18:41:40
Registrar: TUCOWS, INC.

Registrar IANA ID: 69

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epptclientUpdateProhibited
Registry Registrant ID:

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: REDACTED FOR PRIVACY

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Charlestown

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: KN

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext:

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext:

Registrant Email: https://tieredaccess.com/contact/f2d3eb36-f838-4395-8f8d-
bc39345¢985b

Registry Admin ID:

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext:

Admin Fax: REDACTED FOR PRIVACY
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Admin Fax Ext:

Admin Email: REDACTED FOR PRIVACY

Registry Tech ID:

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext:

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext:

Tech Email: REDACTED FOR PRIVACY

Name Server: 1-you.njalla.no

Name Server: 2-can.njalla.in

Name Server: 3-get.njalla.fo

DNSSEC: unsigned

Registrar Abuse Contact Email: domainabuse@tucows.com
Registrar Abuse Contact Phone: +1.4165350123

URL of the ICANN WHOIS Data Problem Reporting System: https://icann.org/wicf
>>> Last update of WHOIS database: 2024-02-28T17:44:20Z <<<

IGOOGLE.COM

Domain Name: igo0Ogle.com

Registry Domain ID: 1978824

Registrar WHOIS Server: whois.ownregistrar.com
Registrar URL: http://www.ownregistrar.com
Updated Date: 2023-09-19T00:00:00Z

Creation Date:2023-09-19T00:00:00Z

Registrar Registration Expiration Date: 2024-09-19T00:00:00Z
Registrar: OwnRegistrar, Inc.

Registrar IANA ID: 1250

Registrar Abuse Contact Email: abuse@ownregistrar.com
Registrar Abuse Contact Phone:+91.2261426042
Reseller: RH Web Hosting Group

Registry Registrant ID: OR_1396

Registrant Name: WhoisSecure

Registrant Organization: WhoisSecure

Registrant Street: 18 San Carlos Street

Registrant City: Los Angeles

Registrant State/Province: California

Registrant Postal Code: 94110

Registrant Country: United States

Registrant Phone:+1.6144481974

Registrant Phone Ext: 1

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@whoissecure.net
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Registry Admin ID: OR_1396

Admin Name: WhoisSecure

Admin Organization: WhoisSecure
Admin Street: 18 San Carlos Street
Admin City: Los Angeles

Admin State/Province: California

Admin Postal Code: 94110

Admin Country: United States

Admin Phone:+1-6144481974

Admin Phone Ext: 1

Admin Fax:

Admin Fax Ext:

Admin Email: contact@whoissecure.net
Registry Tech ID: OR_1396

Tech Name: WhoisSecure

Tech Organization: WhoisSecure

Tech Street: 18 San Carlos Street

Tech City: Los Angeles

Tech State/Province: California

Tech Postal Code: 94110

Tech Country: United States

Tech Phone:+1-6144481974

Tech Phone Ext: 1

Tech Fax:

Tech Fax Ext:

Tech Email: contact@whoissecure.net
Name Server: amanda.ns.cloudflare.com
Name Server: arnold.ns.cloudflare.com
Name Server:

Name Server:

DNSSEC: Unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
For more information on Whois status codes, please visit https://icann.org/epp
>>>Last update of WHOIS database:2024-02-28T17:45:37Z2<<<

[lILLL1.COM

Domain Name: iiillll.com

Registry Domain ID: 2838642564_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.godaddy.com

Registrar URL: https://www.godaddy.com

Updated Date: 2023-12-18T00:58:25Z

Creation Date: 2023-12-18T00:58:247

Registrar Registration Expiration Date: 2024-12-18T00:58:24Z

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epptclientUpdateProhibited
Domain Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibited
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Domain Status: clientDeleteProhibited https://icann.org/eppttclientDeleteProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Registration Private

Registrant Organization: Domains By Proxy, LLC
Registrant Street: DomainsByProxy.com

Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=iiillll.com
Registry Admin ID: Not Available From Registry
Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC

Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domains=iiilll1.com
Registry Tech ID: Not Available From Registry

Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

Tech Postal Code: 85284

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domains=iiillll.com
Name Server: NS43.DOMAINCONTROL.COM

Name Server: NS44.DOMAINCONTROL.COM
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DNSSEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2024-02-28T17:46:06Z <<<

MICROSOFTHEALTHS.COM

Domain Name: microsofthealths.com

Registry Domain ID: 2846673780_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namesilo.com

Registrar URL: https://www.namesilo.com/

Updated Date: 2024-02-13T07:00:00Z

Creation Date: 2024-01-16T07:00:00Z

Registrar Registration Expiration Date: 2025-01-16T07:00:00Z
Registrar: NameSilo, LLC

Registrar IANA ID: 1479

Registrar Abuse Contact Email: abuse@namesilo.com
Registrar Abuse Contact Phone: +1.4805240066

Domain Status: clientTransferProhibited
https://www.icann.org/eppt#clientTransferProhibited
Registry Registrant ID:

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: PrivacyGuardian.org llc
Registrant Street: 1928 E. Highland Ave. Ste F104 PMB# 255
Registrant City: Phoenix

Registrant State/Province: AZ

Registrant Postal Code: 85016

Registrant Country: US

Registrant Phone: +1.3478717726

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: pw-01e9fe6887e12f25d831fdbe505dc132@privacyguardian.org
Registry Admin ID:

Admin Name: Domain Administrator

Admin Organization: PrivacyGuardian.org llc

Admin Street: 1928 E. Highland Ave. Ste F104 PMB# 255
Admin City: Phoenix

Admin State/Province: AZ

Admin Postal Code: 85016

Admin Country: US

Admin Phone: +1.3478717726

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: pw-01e9fe6887e12f25d831fdbe505dc132 @ privacyguardian.org
Registry Tech ID:

Tech Name: Domain Administrator

Tech Organization: PrivacyGuardian.org llc

Tech Street: 1928 E. Highland Ave. Ste F104 PMB# 255
Tech City: Phoenix

Tech State/Province: AZ
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Tech Postal Code: 85016

Tech Country: US

Tech Phone: +1.3478717726

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: pw-01e9fe6887e12f25d831fdbe505dc132@privacyguardian.org
Name Server: COREY.NS.CLOUDFLARE.COM

Name Server: LINDSEY.NS.CLOUDFLARE.COM

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2024-02-28T07:00:00Z <<<

REG32.COM

Domain Name: reg32.com

Registry Domain Id: 2848462132 _DOMAIN_COM-VRSN
Registrar Whois Server: whois.registrar.eu

Registrar Url: https://www.registrar.eu

Updated Date: 2024-02-05723:08:09Z

Creation Date: 2024-01-22T14:22:457

Registrar Registration Expiration Date: 2025-01-22T14:22:45Z
Registrar: Hosting Concepts B.V. d/b/a Registrar.eu

Registrar lana Id: 1647

Registrar Abuse Contact Email: abuse@registrar.eu

Registrar Abuse Contact Phone: +31.104482297

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Registry Registrant Id: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Whois Privacy Protection Foundation
Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State Province: Zuid-Holland

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: NL

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: https://contact-
form.registrar.eu/?domainName=reg32.com&purpose=owner
Registry Admin Id: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
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Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: https://contact-
form.registrar.eu/?domainName=reg32.com&purpose=admin
Registry Tech Id: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: https://contact-form.registrar.eu/?domainName=reg32.com&purpose=tech
Name Server: ns2.site-dns.com nsl.site-dns.com ns3.site-dns.com
Dnssec: unsigned

Url Of The Icann Whois Data Problem Reporting System: https://wdprs.internic.net/
>>> Last Update Of Whois Database: 2024-02-28T17:48:31Z <<<

REGSVCAST.COM

Domain Name: regsvcast.com

Registry Domain Id: 2839235467 _DOMAIN_COM-VRSN
Registrar Whois Server: whois.registrar.eu

Registrar Url: https://www.registrar.eu

Updated Date: 2024-01-03723:41:59Z

Creation Date: 2023-12-20T15:39:217

Registrar Registration Expiration Date: 2024-12-20T15:39:217
Registrar: Hosting Concepts B.V. d/b/a Registrar.eu

Registrar lana Id: 1647

Registrar Abuse Contact Email: abuse@registrar.eu

Registrar Abuse Contact Phone: +31.104482297

Domain Status: clientTransferProhibited https://icann.org/eppticlientTransferProhibited
Registry Registrant Id: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Whois Privacy Protection Foundation
Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State Province: Zuid-Holland

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: NL

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: https://contact-
form.registrar.eu/?domainName=regsvcast.com&purpose=owner
Registry Admin |d: REDACTED FOR PRIVACY
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Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: https://contact-
form.registrar.eu/?domainName=regsvcast.com&purpose=admin
Registry Tech Id: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: https://contact-
form.registrar.eu/?domainName=regsvcast.com&purpose=tech
Name Server: ns2.site-dns.com nsl.site-dns.com ns3.site-dns.com
Dnssec: unsigned

Url Of The Icann Whois Data Problem Reporting System: https://wdprs.internic.net/
>>> Last Update Of Whois Database: 2024-02-28T17:49:20Z <<<

VSCLL.COM

Domain Name: VSCLL.COM

Registry Domain ID: 2842537063_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.webnic.cc

Registrar URL: http://www.webnic.cc

Updated Date: 2024-01-02T03:10:09Z

Creation Date: 2024-01-02703:10:10Z

Expiration Date: 2025-01-02T03:10:09Z

Registrar: WEBCC

Registrar IANA ID: 460

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone: +60.389966799
Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: Not Available From Registry
Registrant Name: Domain Admin

Registrant Organization: Whoisprotection.cc

Registrant Street: L4-E-2, Level 4, Enterprise 4, Technology Park Malaysia, Bukit Jalil
Registrant City: Kuala Lumpur
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Registrant State/Province: Wilayah Persekutuan
Registrant Postal Code: 57000

Registrant Country: Malaysia

Registrant Phone: +60.389966788

Registrant Phone Ext:

Registrant Fax: +603.89966788

Registrant Fax Ext:

Registrant Email:

Registry Admin ID: Not Available From Registry
Admin Name: Domain Admin

Admin Organization: Whoisprotection.cc

Admin Street: L4-E-2, Level 4, Enterprise 4, Technology Park Malaysia, Bukit Jalil
Admin City: Kuala Lumpur

Admin State/Province: Wilayah Persekutuan
Admin Postal Code: 57000

Admin Country: Malaysia

Admin Phone: +60.389966788

Admin Phone Ext:

Admin Fax: +603.89966788

Admin Fax Ext:

Admin Email:

Registry Tech ID: Not Available From Registry
Tech Name: Domain Admin

Tech Organization: Whoisprotection.cc

Tech Street: L4-E-2, Level 4, Enterprise 4, Technology Park Malaysia, Bukit Jalil
Tech City: Kuala Lumpur

Tech State/Province: Wilayah Persekutuan

Tech Postal Code: 57000

Tech Country: Malaysia

Tech Phone: +60.389966788

Tech Phone Ext:

Tech Fax: +603.89966788

Tech Fax Ext:

Tech Email:

Name Server: NS1.HNDNSV1.COM

Name Server: NS2.HNDNSV1.COM

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: https://www.icann.org/wicf

For more information on Whois status codes, please visit https://icann.org/epp

.LIVE Reqistry

Identity Digital Inc.
10500 NE 8th Street, Ste. 750
Bellevue, WA 98004
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.LIVE Domains

Domain

Registrant Information

GOODLJLAGFHSSSS.LIVE

Domain Name: goodljlagfhssss.live

Registry Domain ID: 5135ab69b081441fa7cef68b8e269947-DONUTS
Registrar WHOIS Server: whois.godaddy.com

Registrar URL: https://www.godaddy.com

Updated Date: 2023-12-20T09:11:55Z

Creation Date: 2023-12-20T09:11:55Z

Registrar Registration Expiration Date: 2024-12-20T09:11:557

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epptclientUpdateProhibited
Domain Status: clientRenewProhibited https://icann.org/eppttclientRenewProhibited
Domain Status: clientDeleteProhibited https://icann.org/eppttclientDeleteProhibited
Registry Registrant ID: CR728496689

Registrant Name: Registration Private

Registrant Organization: Domains By Proxy, LLC

Registrant Street: DomainsByProxy.com

Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=goodljlagfhssss.live
Registry Admin ID: CR728496691

Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC

Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=good|jlagfhssss.live

SFACTIVE-907232368.1
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Registry Tech ID: CR728496690

Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

Tech Postal Code: 85284

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=goodljlagfhssss.live
Name Server: LIGIA.NS.CLOUDFLARE.COM

Name Server: LOU.NS.CLOUDFLARE.COM

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2024-02-28T17:53:48Z <<<

.NET Registry

VeriSign Global Registry Services

12061 Bluemont Way

Reston, VA 20190

.NET Domains

Domain

Registrant Information

ADOBE-SOFT.NET

Domain Name: adobe-soft.net

Registry Domain ID: 2650125052_DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.namesilo.com

Registrar URL: https://www.namesilo.com/

Updated Date: 2024-02-16T07:00:00Z

Creation Date: 2021-10-25T07:00:00Z

Registrar Registration Expiration Date: 2024-10-25T07:00:00Z
Registrar: NameSilo, LLC

Registrar IANA ID: 1479

Registrar Abuse Contact Email: abuse@namesilo.com
Registrar Abuse Contact Phone: +1.4805240066

Domain Status: clientTransferProhibited
https://www.icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: See PrivacyGuardian.org
Registrant Street: 1928 E. Highland Ave. Ste F104 PMB# 255
Registrant City: Phoenix

SFACTIVE-907232368.1
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Registrant State/Province: AZ

Registrant Postal Code: 85016

Registrant Country: US

Registrant Phone: +1.3478717726

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: pw-df9b47d8f9bc487b3688b4dce2132d73@privacyguardian.org
Registry Admin ID:

Admin Name: Domain Administrator

Admin Organization: See PrivacyGuardian.org

Admin Street: 1928 E. Highland Ave. Ste F104 PMB# 255

Admin City: Phoenix

Admin State/Province: AZ

Admin Postal Code: 85016

Admin Country: US

Admin Phone: +1.3478717726

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: pw-df9b47d8f9bc487b3688b4dce2132d73@privacyguardian.org
Registry Tech ID:

Tech Name: Domain Administrator

Tech Organization: See PrivacyGuardian.org

Tech Street: 1928 E. Highland Ave. Ste F104 PMB# 255

Tech City: Phoenix

Tech State/Province: AZ

Tech Postal Code: 85016

Tech Country: US

Tech Phone: +1.3478717726

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: pw-df9b47d8f9bc487b3688b4dce2132d73@privacyguardian.org
Name Server: jule.ns.cloudflare.com

Name Server: stanley.ns.cloudflare.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2024-02-28T07:00:00Z <<<

.XYZ Registry
XYZ.COM LLC

2121 E Tropicana Ave, Suite 2

Las Vegas, NV 89119
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.XYZ Domains

Domain

Registrant Information

215436454.XYZ

Domain Name: 215436454.XYZ

Registry Domain ID: D315049192-CNIC

Registrar WHOIS Server: whois.name.com

Registrar URL: http://www.name.com/

Updated Date: 2023-10-31T12:13:44.0Z

Creation Date: 2022-07-31T09:29:22.0Z

Registry Expiry Date: 2024-07-31723:59:59.0Z

Registrar: Name.com, Inc

Registrar IANA ID: 625

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registrant Organization:

Registrant State/Province: 151542

Registrant Country: CN

Registrant Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the
gueried domain name.

Admin Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the
gueried domain name.

Tech Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the
gueried domain name.

Name Server: MAX.NS.CLOUDFLARE.COM

Name Server: WANDA.NS.CLOUDFLARE.COM

DNSSEC: unsigned

Billing Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the
qgueried domain name.

Registrar Abuse Contact Email: @name.com

Registrar Abuse Contact Phone: +1.7203101849

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/

>>> Last update of WHOIS database: 2024-02-28T17:55:48.0Z <<<
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